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Abstract 

Smart healthcare wearable devices generate physiological data that can support disease 

prediction and remote patient monitoring, but centralising such data increases privacy, 

governance, and patient-trust risks. This paper presents a privacy-preserving federated 

learning system for heart disease prediction. The system was implemented as a simulation-

based system and combined data preprocessing, Dirichlet-based non-independent and 

identically distributed (non-IID) client partitioning, Federated Averaging, gradient clipping, 

and Gaussian noise addition and performance evaluation. The Cleveland Heart Disease 

dataset was used as wearable-representative healthcare data rather than live wearable data. 

Although the variables are relevant to wearable-assisted cardiovascular monitoring, the 

dataset was not collected directly from smart wearable devices. The evaluation was simulation-

based and did not include physical wearable hardware, real edge devices, network latency, 

battery usage, memory constraints, or client dropout. Overall, the application interface 

provides presentation-level evidence that the proposed system is not only a static report output 

as it supports parameter selection, live process visibility, result inspection, visual evidence 

review, and prediction demonstration. This strengthened the practical demonstration of the 

simulation-based framework while preserving the reproducibility of the original experiment 

script and result files. 
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1. Introduction 

Smart healthcare wearable devices have expanded from basic activity trackers to health-

monitoring systems that collect physiological measurements such as heart rate, blood oxygen 

level, electrocardiogram-derived indicators, blood pressure, sleep patterns, and activity signals. 

These measurements can support disease prediction, early warning, remote patient monitoring, 

and continuous care outside traditional clinical environments [1], [2]. As wearable devices 

become integrated into Internet of Medical Things (IoMT) systems, they produce data that are 

analytically valuable because they describe health status over time, but privacy-sensitive 

because the same signals may reveal disease status, lifestyle patterns, and individual 

physiological baselines. 

Machine learning can extract useful patterns from wearable and clinical health data, but 

conventional centralised training requires data to be transferred to a central server. This creates 

privacy, security, ethical, and regulatory concerns because health records may expose 

diagnostic status, physiological trends, and other sensitive personal information [3], [4]. In 
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healthcare settings, such risks are not only technical. They affect patient trust, institutional 

compliance, and the willingness of patients to participate in digital monitoring. 

Federated learning addresses part of this problem by allowing multiple clients to train a shared 

model while keeping raw data at the local source [5]. Instead of sending patient records to a 

central server, each client trains locally and sends model updates for aggregation. Federated 

Averaging (FedAvg) is widely used for this purpose because it combines client updates into a 

global model through weighted averaging [5], [6]. However, federated learning alone does not 

remove privacy risk. Shared gradients or model parameters may still leak sensitive information 

through membership inference, attribute inference, or gradient reconstruction attacks [7], [8]. 

Differential privacy provides a formal mechanism for limiting the influence of individual 

records on model outputs or updates by adding calibrated noise [9], [10]. When combined with 

federated learning, differential privacy can reduce leakage from shared updates while retaining 

the data-locality benefit of distributed training. Its benefit depends on parameter choice. A small 

privacy budget gives stronger privacy but requires more noise, while a larger privacy budget 

may preserve accuracy but offers weaker privacy protection. The computational cost of 

clipping and perturbing gradients is also relevant for wearable and edge-healthcare settings. 

Healthcare wearable data also present a distribution challenge. Patient populations differ across 

devices, institutions, age groups, health profiles, and disease prevalence. These differences 

create non-IID client data, which can reduce federated model convergence and make evaluation 

under ideal balanced partitions unrealistic [6], [11]. A privacy-preserving healthcare model 

therefore needs evidence under heterogeneous client distributions as well as under different 

privacy budgets. 

In this study, we developed a privacy-preserving federated learning system for heart disease 

prediction. The system is implemented as a simulation-based Python system and combined data 

preprocessing, Dirichlet-based non-independent and identically distributed (non-IID) client 

partitioning, Federated Averaging, gradient clipping, and Gaussian noise addition and 

performance evaluation. The Cleveland Heart Disease dataset was used as wearable-

representative healthcare data rather than live wearable data. Although the variables are 

relevant to wearable-assisted cardiovascular monitoring, the dataset was not collected directly 

from smart wearable devices 

 

2. Related Works 

Federated learning was introduced as a distributed machine learning approach for training 

models from decentralised data. McMahan et al. [5] proposed FedAvg, where clients train local 

models and the server aggregates their parameters; their experiments showed that 

communication rounds could be reduced substantially compared with synchronised stochastic 

gradient descent. Kairouz et al. [6] later reviewed federated learning advances and identified 

data heterogeneity, system constraints, communication cost, and privacy leakage as persistent 

open problems. These studies establish the algorithmic foundation used in the present work, 

but they do not by themselves resolve the healthcare-specific question of how privacy noise 

and non-IID patient distributions affect disease prediction performance. 

Healthcare is a major application domain for federated learning because clinical and wearable 

data are often distributed across institutions or devices and cannot always be pooled centrally. 

Rieke et al. [12] described federated learning as a route for collaborative medical modelling 

without direct data sharing, while Nguyen et al. [13] reviewed its use in smart healthcare and 

IoMT environments. Teo et al. [3] reviewed healthcare federated machine learning and reported 

that only a minority of studies incorporated privacy mechanisms, with many remaining proof-

of-concept evaluations. This evidence is important for the present study because it shows that 

data locality alone should not be treated as a complete privacy solution. 

http://www.iiardjournals.org/


Research Journal of Pure Science and Technology E-ISSN 2579-0536 P-ISSN 2695-2696 

Vol 9. No. 9 2026 www.iiardjournals.org Online version 

 

 

IIARD – International Institute of Academic Research and Development 

 

Page 36 

Differential privacy is one of the main privacy-preserving techniques used in machine learning. 

Dwork et al. [9] formalised differential privacy as a mathematical privacy guarantee based on 

limiting the effect of a single record on the output distribution of a computation. Liu et al. [10] 

surveyed differential privacy for medical data analysis and showed its relevance to health data 

publishing and machine learning. In gradient-based federated learning, differential privacy is 

commonly implemented through gradient clipping and noise addition before updates are shared 

or aggregated [14]. This design reduces information leakage risk, but its practical value 

depends on whether the selected privacy budget preserves enough utility for the clinical 

prediction task. 

Recent studies have combined federated learning and differential privacy in medical prediction 

tasks. Ahmed et al. [14] applied adaptive DP-FL to COVID-19 chest X-ray detection and 

reported 94.3% accuracy, with differential privacy introducing a measurable but limited 

accuracy cost. Shukla et al. [15] used FL with differential privacy for breast cancer diagnosis 

and reported 96.1% accuracy at epsilon = 1.9. Barnawi et al. [16] proposed an FL and DP 

scheme for IoMT data protection. These works support the feasibility of DP-FL in healthcare, 

but their disease targets and data types differ from structured heart disease prediction with 

wearable-representative variables. They also do not remove the need to test several epsilon 

values under heterogeneous client distributions. 

Data heterogeneity remains a central challenge in healthcare federated learning. Taha et al. [11] 

reviewed federated learning from a healthcare data perspective and emphasised the effect of 

non-IID distributions, data skew, and institutional variation. Thakur et al. [17] addressed 

federated learning over heterogeneous healthcare data views, showing that healthcare 

heterogeneity may affect both feature representation and model training. In wearable-health 

settings, heterogeneity may arise from differences in patient age, disease prevalence, device 

usage, measurement quality, and physiological baselines. These findings justify the use of 

Dirichlet-based client partitioning in this study rather than assuming that every federated client 

receives an equivalent class distribution. 

Wearable healthcare prediction has also received growing attention. Alimbayeva et al. [18] 

developed a wearable ECG and machine learning system for cardiovascular monitoring and 

reported 0.926 accuracy for cardiovascular disease prediction. Pereira et al. [19] mapped 

machine learning applications in edge computing and wearable healthcare and highlighted 

resource constraints as a practical concern. These constraints are directly relevant to DP-FL 

because gradient clipping and noise addition can increase training time and processing burden. 

Khan et al. [20] reported that differential privacy in IoT-oriented FL studies can cause 5-15% 

accuracy degradation depending on privacy budget, while Truex et al. [21] reported additional 

computational overhead for hybrid privacy-preserving FL. These findings indicate that a 

wearable-health privacy framework should report efficiency results, not only predictive 

performance. 

This study presents a privacy-preserving federated learning system for heart disease prediction 

using differential privacy. The system is implemented and evaluated as a simulation-based 

Python system and combines data preprocessing, Dirichlet-based non-independent and 

identically distributed (non-IID) client partitioning, Federated Averaging, gradient clipping, 

and Gaussian noise addition and performance evaluation. 

 

3. Proposed System 

The proposed framework consists of five main components: data preprocessing, non-IID client 

partitioning, federated learning, differential privacy, and performance evaluation. Figure 1 

shows the architecture of the proposed privacy-preserving federated learning framework. 
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The data preprocessing module loads the 

heart disease dataset, handles missing 

values, encodes categorical variables, 

scales numerical variables, and produces 

the training and test matrices. The non-IID 

partitioning module distributes the training 

data across simulated federated clients 

using Dirichlet allocation. The federated 

learning module trains local client models 

and aggregates them using FedAvg. The 

differential privacy module applies 

gradient clipping and Gaussian noise 

addition during private training. The 

evaluation module computes prediction 

metrics, accuracy drop, training time, and 

overhead ratio. 

The local prediction model was a compact 

multilayer perceptron with 22 input 

features, a 32-unit hidden layer with 

rectified linear activation, dropout of 0.10, 

a 16-unit hidden layer, and a single binary-

output logit. Stochastic gradient descent 

was used for local client training with a 

learning rate of 0.05 and batch size of 16. 

The same model architecture, random seed, 

data partitions, communication-round 

settings, and local-epoch settings were used 

when comparing matched private and non-

private configurations. 

 

 

 
Figure 1: Proposed privacy-preserving 

federated learning architecture. 

3.1 Non-IID Client Simulation 

The study simulated heterogeneous client data using a Dirichlet distribution. The Dirichlet 

concentration parameter alpha controlled the degree of heterogeneity. Lower alpha values 

generated more uneven client class distributions, while higher alpha values produced more 

balanced distributions. The tested values were alpha = 0.1, 0.5, 1.0, 5.0, and 10.0. Client counts 

were 5, 10, and 20. This design represented healthcare scenarios where patients differ across 

wearable user groups, clinical environments, or edge-healthcare nodes. 

 

3.2 Federated Learning and Differential Privacy 

FedAvg was used as the aggregation method. For each communication round, the server 

distributed the current global model to clients. Each client trained locally on its assigned data 

partition and returned model updates. The server aggregated client updates using weighted 

averaging: 

𝜃𝑡+1 = ∑
𝑛𝑘
𝑛

𝐾

𝑘=1

𝜃𝑘
𝑡+1 

 (1) 

where 𝜃𝑡+1 is the updated global model, 𝐾 is the number of clients, 𝑛𝑘 is the number of records 

at client 𝑘, 𝑛 is the total number of distributed training records, and 𝜃𝑘
𝑡+1 is the updated local 

model from client 𝑘. 
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Differential privacy was implemented through gradient clipping and Gaussian noise addition 

during local training. Gradient clipping bounded the sensitivity of model updates, while 

Gaussian noise reduced the risk that a shared update would reveal information about an 

individual record. The clipping operation is represented as: 

𝑔𝑖̃ = 𝑔𝑖 ⋅ min (1,
𝐶

‖𝑔𝑖‖2
) 

 (2) 

where 𝑔𝑖 is the gradient contribution and 𝐶 is the clipping threshold. The private update is 

represented as: 

𝑔private = 𝑔̃ +𝒩(0, 𝜎2𝐶2)  (3) 

where 𝒩(0, 𝜎2𝐶2) is Gaussian noise with noise scale determined by the privacy configuration. 

The experiment tested epsilon = 0.1, 0.5, 1.0, 2.0, 5.0, and 10.0 with delta = 1/n^2. The clipping 

threshold was fixed at 1.0. Privacy was evaluated through these epsilon-controlled noise 

settings; direct attack experiments such as membership inference or gradient inversion were 

outside the implemented evaluation. The performance evaluation of this model has been well 

documented and reported in Sako & Okokon (2026). 

 

3.3. System Modelling 

The object-oriented design of the proposed system follows a modular architecture with defined 

class responsibilities and dependencies. The class structure uses a composition pattern in which 

a central orchestrator class manages component instances for data partitioning, federated 

training, differential privacy, and performance evaluation. Figure 2 represents the class 

relationships and interface specifications for the modular privacy-preserving federated learning 

architecture. 

 
Figure 2: System Class Diagram Showing Modular 

Privacy-Preserving Federated Learning Architecture. 

 

The architecture comprises six 

primary classes following the 

composition design pattern. The 

FederatedLearningFramework 

class serves as the main 

orchestrator, maintaining 

composition relationships (1:1 

multiplicity) with five 

component instances. Its four 

public methods coordinate 

component interactions: 

load_dataset() delegates to 

DataPreprocessor, 

partition_data() invokes 

NonIIDPartitioner, train_model() 

coordinates FederatedEngine 

with DifferentialPrivacyModule, 

and evaluate() triggers 

PerformanceEvaluator.  

 

http://www.iiardjournals.org/


Research Journal of Pure Science and Technology E-ISSN 2579-0536 P-ISSN 2695-2696 

Vol 9. No. 9 2026 www.iiardjournals.org Online version 

 

 

IIARD – International Institute of Academic Research and Development 

 

Page 39 

The remaining five classes are DataPreprocessor, NonIIDPartitioner, FederatedEngine, 

DifferentialPrivacyModule, PerformanceEvaluator. The sequence diagram in Figure 3 

presents the streamlined sequence of interactions between the user, framework orchestrator, 

and component modules. It presents the runtime interactions between system components 

during the complete privacy-preserving federated learning workflow, showing the temporal 

ordering of method invocations from initial data loading through final performance evaluation.  

 

 
 

Figure 3: Streamlined Sequence Diagram of Privacy-Preserving Federated Learning Workflow. 

 

The FederatedLearningFramework orchestrates the workflow. 

 (1) The User loads data through the DataPreprocessor, which handles feature scaling, 

encoding, and stratified splitting. 

 (2) The NonIIDPartitioner distributes training data across 𝐾 clients using Dirichlet allocation 

with configurable heterogeneity.  

(3) The FederatedEngine executes 𝑇 communication rounds, with local training at each client 

incorporating DifferentialPrivacyModule for gradient clipping and noise injection, followed 

by FedAvg aggregation and privacy budget tracking.  

(4) The PerformanceEvaluator computes accuracy, F1-score, and overhead metrics, and the 

User receives the evaluation report. 
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4. Experiment and Results 

4.1 Dataset and experimental setup 

The system is implemented as a simulation-based Python system because the study did not 

deploy physical smart wearable devices. The Cleveland Heart Disease dataset from the UCI 

Machine Learning Repository used as the experimental data source. The simulation represents 

wearable or healthcare clients as distributed data partitions generated from the pre-processed 

training set. The dataset contained 303 records, consisting of 164 records for absence of heart 

disease and 139 records for presence of heart disease. After stratified splitting, 242 records 

were used for training and 61 records were used for testing. The 13 original input attributes 

were transformed into 22 model-ready features after imputation, standardisation, and 

categorical encoding. Table 1 presents a compact sample of records used in the experiment. 

The privacy failure probability was fixed at 𝛿 = 1/𝑛2 = 0.00001708, where 𝑛 represents the 

number of training records. The full experimental grid produced 420 completed runs. These 

comprised 60 non-private FedAvg baseline runs and 360 differentially private federated 

learning runs. The tested configurations covered all approved Chapter 3 settings: privacy 

budgets 𝜀 ∈ {0.1,0.5,1.0,2.0,5.0,10.0}, Dirichlet concentration values 𝛼 ∈
{0.1,0.5,1.0,5.0,10.0}, client counts 𝐾 ∈ {5,10,20}, communication rounds 𝑇 ∈ {20,50}, and 

local epochs 𝐸 ∈ {1,5}.  Each client trained locally on its own partition, while the central server 

aggregated model parameters using FedAvg. In the private configurations, local training 

included gradient clipping and Gaussian noise addition before client updates were aggregated.  

The data preprocessing component loaded the heart disease records, handled missing values, 

standardised numerical features, encoded categorical attributes, and performed stratified train-

test splitting. The non-IID partitioning component distributed the training data across 5, 10, or 

20 clients using the Dirichlet alpha values. The federated engine executed local training and 

server-side FedAvg aggregation. The differential privacy component applied the clipping 

threshold and calibrated Gaussian noise. The evaluation component computed accuracy, 

precision, recall, F1-score, confusion-matrix values, training time, accuracy drop, and overhead 

ratio.  

 

Table 1: Sample records from the Cleveland Heart Disease dataset 

age sex cp trestbps chol thalach oldpeak raw_target binary_target 

63.0 1.0 1.0 145.0 233.0 150.0 2.3 0 0 

67.0 1.0 4.0 160.0 286.0 108.0 1.5 2 1 

67.0 1.0 4.0 120.0 229.0 129.0 2.6 1 1 

37.0 1.0 3.0 130.0 250.0 187.0 3.5 0 0 

41.0 0.0 2.0 130.0 204.0 172.0 1.4 0 0 

 

4.2 Simulation Results 

The simulation output consisted of one metrics dataset, one summary file, and ten figures. The 

metrics file contains the full 420-run experimental output. The summary file records the dataset 

summary, best baseline result, best DP-FL result, mean accuracy by mode, mean accuracy by 

epsilon, and mean overhead by epsilon. The prototype therefore demonstrates the complete 

experimental workflow through reproducible simulation outputs. It loads the dataset, produces 

non-IID client partitions, trains baseline and differentially private federated models, evaluates 

predictive performance, measures privacy-accuracy trade-offs, records computational 

overhead, and generates Seaborn-based visualisations for reporting. This interface does not 

replace the detailed experimental results reported differently; rather, it provides a practical way 

to demonstrate that the framework can be configured, executed, monitored, and used for 

prediction without exposing the Python source code during presentation. 
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The application supports three run modes. The demo/custom mode executes a selected 

baseline, differentially private, or comparison run and prepares a trained model for prediction. 

The results mode loads the saved result files and figures used in the report. The full-grid 

regeneration mode runs the original script with resume support for the approved experimental 

grid. This structure separates fast demonstration from full experimental reproduction, which is 

important because the full differential privacy grid is computationally expensive. 

Figure 4 shows the run configuration screen. The user can select the run mode, privacy mode, 

number of simulated clients, Dirichlet alpha value, privacy budget epsilon, communication 

rounds, and local epochs. The screen also displays system evidence and live processing 

messages so that execution steps are visible while the backend is running. Figure 5 shows the 

data and simulated clients screen. The screen summarises the Cleveland Heart Disease dataset 

and shows the client-level partitions produced by the Dirichlet allocation process. 

 

 
Figure 4: Prototype run configuration screen 

 

Figure 6 presents the monitoring screen. The monitor presents run progress and backend 

processing messages, including dataset loading, preprocessing, client partitioning, local 

training, differential privacy processing, FedAvg aggregation, and evaluation. Figure 7 shows 

the results screen. It displays prediction metrics, training time, epsilon expenditure, accuracy 

drop, overhead ratio, and baseline-versus-DP comparison results. It also reports criteria checks 

such as whether the baseline accuracy exceeds the 80% target and whether moderate privacy 

accuracy drop remains below the defined threshold. Figure 8 presents the prediction screen. 

After a model is trained or prepared from the reported configuration, the user can select a 

sample health record and request a prediction. The prediction input is processed for the current 

request and is not stored by default, while the screen reports the predicted class and probability 

returned by the model. The figure gallery screen in Figure 9 displays the generated visual 

outputs, including class distribution, client distribution, privacy-budget trends, accuracy-drop 

trends, overhead, confusion matrices, and best-model comparison figures. Overall, the 

application interface provides presentation-level evidence that the proposed system is not only 

a static report output. It supports parameter selection, live process visibility, result inspection, 

visual evidence review, and prediction demonstration. This strengthens the practical 

demonstration of the simulation-based framework while preserving the reproducibility of the 

original experiment script and result files. 
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Figure 5: Prototype dataset and simulated-client distribution screen. 

 

 
Figure 6: Live monitoring screen. 
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Figure 7: Prototype results and criteria screen 

 

 

 
Figure 8: Prototype prediction screen 
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Figure 9: Generated visual outputs 

 

5. Conclusion 

This paper presented a privacy-preserving federated learning system for smart healthcare 

wearable devices using differential privacy. The system was developed for heart disease 

prediction using the Cleveland Heart Disease dataset as wearable-representative healthcare 

data rather than live wearable data. Although the variables are relevant to wearable-assisted 

cardiovascular monitoring, the dataset was not collected directly from smart wearable devices. 

It combined preprocessing, Dirichlet-based non-IID client partitioning, FedAvg training, 

gradient clipping, Gaussian noise addition, and performance evaluation in a simulation-based 

Python prototype. The evaluation was simulation-based and did not include physical wearable 

hardware, real edge devices, network latency, battery usage, memory constraints, or client 

dropout. Privacy was evaluated through epsilon-based differential privacy settings, but direct 

membership inference, attribute inference, or gradient reconstruction attacks were not 

implemented. The dataset size was small, so results should be interpreted as controlled 

experimental evidence rather than proof of clinical generalisability.. Future work should 

evaluate the framework on larger and more recent wearable or IoMT datasets, deploy and test 

the approach on physical edge devices, include direct privacy attack evaluation, improve DP-

SGD efficiency, examine model calibration and clinical thresholding, and combine differential 

privacy with secure aggregation or robust aggregation for broader federated learning 

protection. 
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